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Abstract⎯ Unmanned Surface Vehicles (USVs) are increasingly deployed due to technological advancements, yet their physical 

security remains significantly under-explored. While anti-theft frameworks are widely adopted for land vehicles, these systems rely 

on passive mechanisms that only alert the owner, failing to prevent the physical removal of the asset. To address this critical gap, 

this study proposes an active anti-theft system for USVs featuring a dual-layer detection mechanism utilizing spatial geofencing, 

physical attitude anomaly detection, and real-time notification. First, the USV was equipped with these sensors and connected to an 

onboard edge computing unit to continuously monitor spatial and attitude data. Second, upon detecting a geofencing breach, the 

system automatically triggers a Return-to-Launch (RTL) maneuver while transmitting a real-time notification to alert the operator. 

Third, an attitude anomaly breach transmits an immediate alert about the vessel’s unusual tilt. Finally, the complete architecture was 

evaluated through controlled and real-world environment testing to validate evasion success and communication latency. Testing 

demonstrated that the system reliably executes autonomous return protocols with low-latency communication. By transitioning 

asset protection from passive monitoring to active defense, this multi-layered framework establishes a novel foundation for physical 

security in USVs. 
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I. INTRODUCTION1 

Driven by technological advancements, the 

capabilities of Unmanned Surface Vehicles (USVs) have 

significantly increased. USVs are introduced to higher 

levels of automation, such as deep learning applications, 

coordinated control, and collision avoidance [1], [2], [3], 

[4]. Modern USVs also integrate advanced broadband 

telemetry and autonomous navigation software, enabling 

operators to execute complex and real-time decision-

making from remote locations [5]. As these USVs 

become central to ocean digitalization and long-range 

missions, they have evolved into highly sophisticated 

and valuable operational assets [2], [6], [7]. 

Despite these advancements, USV security research 

remains significantly underexplored compared with 

navigation and control [8]. Although the onboard crew’s 

removal effectively reduces human operational error [9], 

but this physical absence creates a serious risk. With the 

absence of crew, the ship is completely exposed to 

physical dangers such as piracy and hardware tampering 
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[10]. 

Existing security solutions—primarily designed for 

land vehicles—rely heavily on passive anti-theft 

mechanisms. For instance, land transport security 

systems heavily utilize IoT-based tracking and alarm 

systems. These effectively notify the owner about an 

ongoing theft, but they rarely stop the asset from being 

physically removed [7], [10], [11], [12]. Similarly, 

Unmanned Aerial Vehicles (UAVs) frequently use 

geofencing to restrict movement, keeping the drone from 

straying from its designated route or entering prohibited 

areas [13]. However, the translation of these systems into 

the maritime domain, specifically for USV, remains 

underdeveloped and underexplored in current literature. 

Most marine tracking systems still rely on basic, passive 

GPS modules that periodically send location updates 

without any autonomous defensive capabilities [4]. 

This absence of active anti-theft research in USVs 

creates a critical operational vulnerability. While passive 

tracking might be adequate for land and aerial vehicles, 

where the owners or authorities can quickly intercept the 

theft, it is fundamentally unfeasible in vast and remote 

open-water environments [6], [14]. If a USV is 

intercepted, a simple delayed notification leaves the 

vessel highly vulnerable to theft before operators can 

launch a recovery mission [15]. Therefore, there is an 

urgent need to transition from passive monitoring to an 

active defense system, allowing the USV to utilize its 

own computational and propulsion capabilities to 

actively resist theft [8]. 

To address this critical gap, the primary objective of 

this study is the development of an active anti-theft 

system integrated with a dual-layer detection 

mechanism. Unlike existing passive anti-theft 

architecture, this study utilizes spatial geofencing and 

physical attitude anomaly detection. This system is 

designed to autonomously trigger the vehicle’s 
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propulsion to counter unauthorized movement via a 

Return-to-Launch (RTL) maneuver [16]. Additionally, 

this system is designed to detect physical attitude 

anomaly by calculating the USV’s tilt on a certain limit 

to distinguish a theft attempt from natural waves. 

Simultaneously, the on-board edge computing unit 

transmits real-time telemetry notifications to the 

operator’s Web-based Ground Control Station (Web-

GCS), which subsequently triggers an alert on the 

operator’s interface whenever a violation is detected. By 

combining autonomous physical evasion with real-time 

remote operator alerts, this proposed architecture aims 

for the USV to be effectively secured and retrieved to 

safety. At present, no existing literature integrates spatial 

geofencing and physical attitude detection into a closed-

loop, active defense mechanism for USV. Consequently, 

this architecture constitutes a novel approach to USVs’ 

physical security. 

II. METHODS 

The proposed anti-theft system for the USV is 

divided into two primary subsystems: the On-Board 

System and the On-Land System. The On-Board System 

exists on the USV itself. It handles direct sensing, 

computation, and actuation. Integrating microcontroller, 

autopilot module, and propulsion system [5], [17]. 

Additionally, the On-Land System serves as the 

monitoring hub, interfacing directly with the Web-based 

Ground Control Station (Web-GCS) to provide real-time 

situational awareness and telemetry tracking [18], [19]. 

The system is illustrated in Fig. 1.  

 

 
Figure 1 On-Board and On-Land System of The Anti-Theft 

 
A. Hardware Configuration 

The hardware is divided into two component 

groups based on its operational environment to ensure 

robust physical security and reliable communication. 

1) On-Board Components: To handle the 

computational load of anti-theft logic and real-time 

data processing, an NVIDIA Jetson Orin Nano is 

integrated into the system. It utilizes its Gigabit 

Ethernet port to transmit high-bandwidth telemetry 

data streams from the USV to the Web-GCS with 

minimal latency [20]. CUAV X7+ was selected due 

to its triple-redundant IMU ability, which ensure 

high fault tolerance [21]. In the event of a primary 

IMU failure, the backup sensor is automatically 

activated to maintain stability [21]. It is paired with 

NEO 3 GNSS module to provide a wide range 

selection of satellites (GPS, GLONASS, Galileo, 

and Beidou) . This module is designed to minimize 

electromagnetic interference from other onboard 

electronics, ensuring highly accurate positional data 

[22]. This configuration minimizes communication 

latency and ensures rapid, bounded-latency 

decision-making for the active defense system, 

which has been proven effective for real-time 

autonomous maritime operations [23]. 

2) On-Land Components: A laptop or PC monitoring 

station with a Web-GCS dashboard makes up the 

On-Land System components. The design 

guarantees immediate notification through the 

operator’s device, successfully alerting the 
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monitoring staff without compromising the 

system’s awareness to the intruder.  

 

B. Software Implementation 

The software implementation consists of ArduPilot 

firmware, MQTT Broker, ROS 2-based environment, 

and MAVProxy. The autopilot operates on ArduPilot 

firmware, which has been widely proven for robust 

autonomous navigation in marine vehicles [24]. To 

handle the data transfer—such as IMU and GPS 

coordinate—between the USV and the Web-GCS, 

MQTT Broker is used. The use of MQTT is based on 

its ability to provide reliable publish-subscribe 

messaging and its design minimizes code size, memory 

use, and network overhead [25]. A ROS 2-based 

environment running on the companion computer to 

execute the security script. By acting as a hardware 

abstraction layer, it translate the script into specific 

commands for each hardware component, ensuring the 

seamless operation of the anti-theft system [26]. To 

efficiently manage the data stream, a MAVProxy 

routing is integrated in the computer companion. It 

distributes incoming MAVLink serial stream from the 

autopilot into multiple UDP endpoints, enabling 

simultaneous data access for the ROS 2 environment 

and the MQTT communication [27]. 

 

C. Anti-Theft Protocol and Defense Mechanisms 

The core anti-theft architecture of the USV relies on 

a multi-layered security approach, comprising dual 

detection parameters and an automated response 

system. The anti-theft protocol and defense 

mechanisms consists of virtual geofencing logic 

(spatial detection), tilt anomaly logic (attitude 

detection), and active defense and real-time notification 

(response & alert). 

1) Virtual Geofencing (Spatial Detection) 

The primary layer of security is a predefined 

virtual perimeter established via the Web-GCS. To 

establish this boundary, the NEO 3 GNSS module 

continuously monitors the USV's global 

coordinates. This positional data is fed to a radius-

bounding algorithm implemented in Python, which 

computes spatial deviations in real-time.  

First, to determine the absolute distance (d) 

between the USV’s current position and its 

authorized waypoint, the algorithm utilizes the 

Haversine formula [28]: 

 

 d = 2r×arcsin(√[sin²(Δϕ/2)+cos(ϕ₁)×cos(ϕ₂)×sin²(Δλ/2)]) (1) 

 

Where r is the Earth's radius, Δϕ is the 

difference between latitude in radians (ϕ2 – ϕ1), and 

Δλ is the difference between longitude in radians (λ2 

– λ1).  

Second, to monitor lateral drift from the 

designated route, the system calculates the Cross-

Track Error (CTE) [29]: 

CTE = asin(sin(d13/r)×sin(θ13 – θ12))×r (2) 

 

Where r is the Earth's radius, d13 is the 

Haversine calculation, θ13 is the bearing from home 

location to current USV’s location, and θ12 the 

bearing from home location to designated location. 
By continuously evaluating these two metrics, 

the system indentifies a potential unauthorized 

relocation [30]. If either the USV’s absolute 

distance or the XTE exceeds a predefined spatial 

threshold (e.g 3 meters), the algorithm instantly 

overrides the current navigation commands and 

executes a RTL maneuver. 

 

2) Tilt Anomaly Logic (Attitude Detection) 

As a secondary layer to prevent physical lifting 

within the secure zone, the system monitors the 

vessel's pitch and roll data from the CUAV X7+ 

IMU. To filter out natural wave oscillations, an 

anomaly is only flagged if the inclination exceeds a 

critical angle (e.g., 10°) continuously for a specific 

temporal threshold (e.g., 5 seconds) [31]. 

 

3) Active Defense and Real-Time Notification 

(Response & Alert) 

Depending on the kind of the threat, the system 

initiates a certain multi-tiered action. A geofence 

breached initiates an immediate active defense 

respond, which is RTL. The propulsion system 

performs an autonomous RTL maneuver to 

navigate back to safety [32]. An attitude anomaly 

triggers an alert on the Web-GCS and disarmed the 

propulsion system. Simultaneously, the NVIDIA 

Jetson Orin Nano processes these breaches and 

transmits real-time notifications to the operators via 

the monitoring website, ensuring instantaneous 

situational awareness [33]. 

 

D. Experimental Setup and Testing Procedure 

The data utilized in this research are 

quantitative, sourced directly from the telemetry 

logs and sensor readings of the On-Board System. 

Data retrieval is conducted in real-time through the 

Web-GCS during two progressive testing phases: a 

controlled environment test and a real environment 

test. The collected data are analyzed to determine 

the system's operational reliability, response 

latency, and overall defensive effectiveness. The 

testing phase follows a systemic workflow as 

illustrated in Fig. 2. 
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Figure 2 Experimental Setup and Testing Procedure Flowchart

1) Controlled Environment Test 

The USV is deployed in a calm water 

environment with minimal wind and water currents. 

This phase has two primary objectives: first, to 

evaluate the accuracy of the NEO 3 GNSS module 

in recognizing the virtual geofence boundaries; and 

second, to validate the attitude anomaly detection 

algorithm by physically simulating an unauthorized 

lifting attempt. Key metrics collected include the 

system's response time—specifically, the temporal 

delay between the threshold breach (either spatial 

or physical) and the exact moment the thrusters 

actively initiate the RTL maneuver. 

 

2) Real Environment Test 

To assess robustness, the USV is deployed in an 

natural lake environment. This setting exposes the 

system to real-world dynamic disturbances, 

including natural water ripples and unpredictable 

surface currents. The primary objective of this test 

is to measure the overall success rate of the active 

defense mechanism under actual operational stress. 

The collected data demonstrate the capability of the 

autopilot system to maintain navigational stability 

and successfully complete the RTL maneuver back 

to the designated secure zone despite external 

natural interferences. 

 

E. Performance Metrics and Data Analysis 

The collected quantitative data are analyzed 

using descriptive statistic to evaluate the system's 

performance against predefined baseline 

parameters. The analysis focuses on four main 

aspects:  

 

1) Geofencing Positional Accuracy 

The coordinates recorded by the NEO 3 GNSS 

module during the breach are compared against the 

predefined virtual boundaries [34]. To determine 

the system's spatial precision, the positional error 

margin is calculated in meters using the Haversine 

formula and the XTE formula, which accurately 

measures the great-circle distance between two 

points on the Earth's surface [35]. Furthermore, the 

distance calculated by the On-Board system is 

cross-validated using the Google Maps Distance 

Measurement Tool as a benchmark to ensure the 

reliability of the data [36].  

 

2) Maneuver Success Rate 

The success of the active defense mechanism is 

evaluated by calculating the percentage of 

successful RTL executions under real 

environmental disturbances compared to the total 

number of attempts. The system validation is 

treated as a deterministic state-transition problem. 

 

Success Rate (SR) = (NSuccess/Nattempt) × 100%  (3) 

 

Where Nsuccess is the number of times the USV 

successfully detected a geofence breach and 

executing RTL, and Ntotal
 is the total number of 

valid planned test. 

A test is validated ’Pass’ if the system 

successfully executes a two-stage verification: (1) 

accurately detecting geofence breach without false 
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positive, and (2) autonomously triggering and 

completing RTL command in under 2s. On the 

other hand, any pre-deployment errors, such as 

handshake anomalies and program bugs, are 

considered as developmental setup faults and 

excluded from the operational dataset [37].  

 

3) Tilt Sensor Responsiveness 

The sensitivity of the attitude sensing 

mechanism is assessed by evaluating the system’s 

ability to differentiate between genuine tampering 

anomalies from environmental wave disruptions. A 

test is validated ’Pass’ if the system successfully 

detecting tilt anomaly > ±10° and > 5s [31]. 

 

 

4) Response Time Analysis 

The delay between the IMU detecting a > 5 

seconds tilt anomaly and the trigger of the Web-

GCS alarm is measured in milliseconds (ms) [10]. 

Similarly, the latency of the geofence breach 

notification is calculated to determine the system's 

real-time communication reliability. The system is 

validated by the following framework by 

Jiménez Larruy [38]. The system is considered 

‘Pass’ if it could send alarm in < 2s (< 2000ms) to 

the Web-GCS. 

III. RESULTS AND DISCUSSION 

This section presents the performance evaluation of 

the integrated anti-theft system on the USV. Testing was 

conducted in two different phases: a controlled 

environment test to verify the GPS accuracy, attitude 

anomaly, and the system’s response time, and a real 

environment test to measure the success rate of the anti-

theft system under actual operational stress. The 

quantitative data gathered during both phases was 

analyzed using descriptive statistics to assess the system 

against predetermined threshold values. Following the 

methodology, the results and discussions are categorized 

into four primary areas of evaluation: geofence 

positional accuracy, maneuver success rate, tilt sensor 

responsiveness, and response time analysis. 

A. Geofence Positional Accuracy 
TABLE 1. 

COMPARISON OF GEOFENCE POSITIONAL ACCURACY

Location Geofence Boundary (m) System’s Logged Distance (m) Benchmark Distance (m) Error (m) Accuracy 

Controlled Environment 5 

6.80 7.01 0.21 96.91% 

7.25 7.43 0.18 97.58% 

5.33 5.43 0.10 98.16% 

6.03 6.23 0.20 96.79% 

6.47 6.67 0.20 97.00% 

Real Environment 3 

3.94 3.82 0.12 96.90% 

3.42 3.00 0.42 87.70% 

3.50 2.33 1.17 66.60% 

3.71 4.52 0.81 82.08% 

3.45 3.36 0.09 97.40% 
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Graph 1 Comparison of Geofence Positional Accuracy 
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Figure 3 The Web-GCS alert for a geofence boundary breach 

 
The data presented in Table 1 show the 

positional accuracy of the system’s geofencing by 

comparing the system’s logged distance against a 

benchmark distance. Testing was divided between 

controlled environment and real-world environment 

to isolate the impact of external disturbance on the 

GPS module’s precision. 

In the controlled environment, the system 

demonstrated highly consistent tracking, 

maintaining a positional accuracy between 96.79% 

and 98.16%. The maximum recorded error margin 

in this setting was minimal, peaking only at 0.21 

meter. This value confirms that the baseline logic 

for distance calculation and the core hardware 

integration are functioning correctly under ideal 

conditions [32], [34]. 

Testing in the real environment exposed the 

USV to the unexpected environmental variables, 

resulting in greater fluctuations in accuracy. Most 

of the iterations maintained an accuracy above 

82%, while one specific reading showed an error 

margin of 1.17 meters, dropping the accuracy to 

66.6%. Unlike the controlled test, the USV is 

exposed GPS interference from nearby structures in 

the real test as opposed to the controlled test. This 

factor naturally cause the vessel to drift and slightly 

delay the GPS update rate. This finding is 

supported by the research conducted Fata [32]. 

 

 

B. Maneuver Success Rate 
TABLE 2. 

COMPARISON OF MANEUVER SUCCESS RATE 

Location 
Geofence 

Boundary (m) 
Distance from Geofence (m) Expected System Result Response Time (ms) Status 

Controlled Environment 5 

5.01 Execute RTL Execute RTL 37 Pass 

3.14 No Action No Action - Pass 

3.91 No Action No Action - Pass 

5.64 Execute RTL Execute RTL 49 Pass 

5.33 Execute RTL Execute RTL 132 Pass 

4.77 No Action No Action - Pass 

5.11 Execute RTL Execute RTL 54 Pass 

5.05 Execute RTL Execute RTL 48 Pass 

4.92 No Action No Action - Pass 

4.29 No Action No Action - Pass 

Real Environment 3 

3.42 Execute RTL Execute RTL 154 Pass 

3.94 Execute RTL Execute RTL 47 Pass 

1.59 No Action No Action - Pass 

2.58 No Action No Action - Pass 

3.33 Execute RTL Execute RTL 56 Pass 

11.39 Execute RTL Execute RTL 69 Pass 

25.85 Execute RTL Execute RTL 91 Pass 

25.35 Execute RTL Execute RTL 56 Pass 

24.47 Execute RTL Execute RTL 6 Pass 
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22.36 Execute RTL Execute RTL 58 Pass 

Note: A hyphen (-) indicates that the vessel remained within the geofence boundary, resulting in no active defense state. 

 

 
Figure 4 RTL maneuver field testing at the lake 
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Graph 2 Comparison of Maneuver Success Rate 

Table 2 shows the dataset of Maneuver Success 

Rate (SR) in two different environments. The total 

number of experiments conducted was 10 iterations 

for each environment. Table 2 showcase all 20 

datasets to highlight the system performance across 

distinct spatial intervals. Based on the observed test 

cases presented in Table 2, the system achieved 

successful responses in all evaluated cases (SR = 

100%). 

The 100% success rate is tied directly to the 

deterministic nature of the geofencing algorithm. 

Because the boundary checking logic relies on strict 
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geospatial coordinate inequalities, the system 

executes predictably without logical degradation as 

long as telemetry remain intact. The dataset 

highlights exceptional boundary precision in both 

setups. In the controlled setup (5-meter boundary), 

the vehicle correctly maintained a ”No Action” 

status at distances close to the limit, such as 4.77 m 

and 4.92 m, but immediately executing RTL 

protocol the moment it crossed the thershold by a 

minor increment (e.g., 5.01 m and 5.05 m). This 

acute sensitivity prevents false negatives. 

Furthermore, the real environment deployment 

successfully validated a tighter 3-meter boundary 

configuration, demonstrating zero false positive 

triggers within the safe zone (1.59 m and 2.58 m). 

Most notably, during extreme spatial overshoots, 

where distances surger up to 22.36 m and 25.85 m, 

the system consistently intercepted the true-positive 

breaches and reliably triggered the RTL command. 

This finding proves the algorithms’s robustness 

even under severe field stress. 

 

C. Tilt Sensor Responsiveness 
TABLE 3. 

COMPARISON OF TILT SENSOR RESPONSIVENESS 

Location Delay Limit (s) 

Tilt 

Limit 

(±°) 

Roll 
(°) 

Duration 
(s) 

Expected System Result 
Response Time 

(ms) 
Status 

Controlled Environment 5 10 

11.99 6 Alarm Triggered Alarm Triggered 36 Pass 

13.78 7 Alarm Triggered Alarm Triggered 22 Pass 

-20.92 6 Alarm Triggered Alarm Triggered 43 Pass 

-17.46 6 Alarm Triggered Alarm Triggered 36 Pass 

14.07 3 No Alarm No Alarm - Pass 

Real Environment 5 10 

10.95 6 Alarm Triggered Alarm Triggered 68 Pass 

-11.16 6 Alarm Triggered Alarm Triggered 63 Pass 

-17.46 7 Alarm Triggered Alarm Triggered 63 Pass 

-12.95 4 No Alarm No Alarm - Pass 

16.75 6 Alarm Triggered Alarm Triggered 98 Pass 
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Graph 3 Comparison of Tilt Sensor Responsiveness 

 



International Journal of Marine Engineering Innovation and Research, Vol. 11(3), Sept. 2026. 973-983                         

(pISSN: 2541-5972, eISSN: 2548-1479) 
981 

 

 

 
Figure 5 The Web-GCS alert logs for tilt anomalies 

 
The tilt responsiveness test is to showcase the 

system’s ability to detect a physical theft by lifting 

the USV, and to distinguish natural wave 

oscillation with an actual lifting attempt. Table 3 

presents the dataset of Tilt Sensor Responsiveness 

in controlled and real environment. The total 

number of testing was 5 interations in each setup. 

The dataset shown above is a representative data to 

highlight the system’s performance. With a high 

success rate of 100%, the system is able to 

differentiate if the USV is tilted by waves or a theft 

attempt. 

In the controlled environment test, the highest 

positive number that the system detects was 14.07° 

at 3 seconds. Although the USV’s tilt was above 

the tilt limit (±10°), it is considered safe because 

the duration of the tilt was within the safe boundary 

(< 5s). Similarly, the lowest positive number was 

11.99 at 6 seconds. The system was able to 

categorized this test as a violation because it 

fulfilled both the criteria of a violation, which was 

tilted for >±10° and the duration is >5s. The system 

was able to send alarm to the Web-GCS, and 

considered as a ’Pass’. 

The highest negative number that the system 

detects was -20.92 at 6 seconds. The system was 

able to detect this test as a tilt violation because the 

safe limit applies to positive and negative angular 

displacements. Furthermore, the tilted time was 

above the predetermined threshold (5s). By 

satisfying both criteria, the system successfully sent 

alarm to the Web-GCS, and is considered as a 

’Pass’. 

In the real environment test, the system detected 

16.75° as the peak tilt in positive number for 6 

seconds and -17.46° as the peak tilt in negative 

number for 7 seconds. Both test showed that the 

system was able to categorized them as a violation 

and send alarm to the Web-GCS because the 

criteria, tilt >±10° and duration >5s, was met. 

Furthermore, the system was able to detect -12.95 

as a non-violation because one of the criteria of a 

violation was not met. 

The test findings show that the system triggered 

an alarm when a violation occurred in both 

environments. Additionally, the system was able to 

distinguish an actual lifting attempt from natural 

wave oscillations, preventing false alarms from 

flooding  the Web-GCS notifications. 

 

D. Response Time Analysis 

To evaluate the real-time notification and 

system responsiveness of the anti-theft system and 

the Web-GCS, network latency data was 

systematically captured during both geofence 

breaches and tilt anomalies. The validation of the 

test follows Jiménez Larruy [36] framework, which 

classifies a notification as real-time notification if 

the data were successfully sent in under 2s 

(2000ms). If the test fulfilled the condition, it can 

be considered as a ‘Pass’. 

 

1) Maneuver Success Rate 

For the Maneuver Success Rate time response 

(see Table 2), the time was measured when the 

system detected USV’s coordinates were out of the 

geofenced area. The time duration between the 

USV crossing the geofence perimeter and 

activating RTL protocol was instantaneous, with an 

average of 65.92 ms. While the USV remaining 

inside the boundaries (1.59 m, 3.14 m, and up to 

4.92 m) correctly triggered ”No Action”, thus 

resulting in no response time. 

The fastest breach response time recorded was 6 

ms in the real environment test (24.47 m from 

geofence). The peak latency observed was 154 ms, 

which occurred during real environment test at a 

distance of 3.42 m from the geofence boundary. 



International Journal of Marine Engineering Innovation and Research, Vol. 11(3), Sept. 2026. 973-983                         

(pISSN: 2541-5972, eISSN: 2548-1479) 
982 

 

 

Despite the real-world environmental problems 

causing minor latency increase compared to the 

controlled baseline, every single triggered response 

was below the critical 2 s limit with massive safety 

margin, therefore fulfilling the time reliability 

criteria of [36]. 

 

2) Tilt Sensor Responsiveness 

Similarly, the tilt anomaly datasets (see Table 3) 

response time were measured from the moment the 

IMU detected an omnidirectional roll violation 

exceeding ±10° for a duration longer than the 5-

second threshold. During the peak anomaly event (-

20.92 at 6 seconds), the system successfully 

triggered the Web-GCS alarm in 43 ms. Overall 

performance of the tilt anomaly detection have the 

average response time of 53.63 ms. 

Across all recorded tilt violations, the 

communication latency remained consistently low. 

In the controlled environment, response times 

ranged from a minimum baseline of 22 ms to a 

maximum of 43 ms. In the real environment, 

environmental conditions introduced slightly higher 

processing overhead, with the latencies ranging 

from 63 ms and 98 ms. Because all record intervals 

across both environments were well below 2000 ms 

threshold, the tilt alert system successfullyachieved 

a ’Pass’ status under the validation framework [36]. 

IV. CONCLUSION 

This study successfully implemented and evaluated 

an active, dual-layer anti-theft system for USVs. By 

integrating spatial geofencing with physical attitude 

anomaly detection, the system successfully transitioned 

passive tracking to an autonomous, closed-loop response 

to unauthorized movement.  

Experimental testing verified that the system 

effectively triggers the vehicle’s propulsion unit to 

execute an RTL maneuver upon a breach, preventing 

physical theft attempts. Additionally, the system 

appropriately detects a tilt violation and able to 

distinguish a physical theft attempt from natural waves. 

Simultaneously, the edge computing unit maintained 

reliable communication with the operator’s Web-GCS, 

successfully delivering real-time notifications on the 

operator interface. 

Adding autonomous physical evasion with 

immediate remote alerts offers a robust, layered security 

framework that addresses a key gap in the protection of 

USVs. The architecture shows high reliability in the test 

of controlled environment, but the environmental factor 

and the communication under different network 

conditions are the factors to be further optimized. Future 

work will focus on scaling the communication protocol 

for long-range deployment as well as enhancing the 

cybersecurity infrastructure of the system, focusing on 

securing the communication protocols against signal 

spoofing, data tampering, and unauthorized interception 

to ensure the integrity of both the geofence data and 

remote operator alerts. 
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