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Abstract— Autonomous Unmanned Surface Vehicles (USVs) require reliable fail-safe mechanisms to ensure operational safety,
particularly in the event of low battery conditions and communication failures. However, most existing fail-safe systems still rely
on the main controller, which can render them ineffective when the main system experiences a malfunction or loss of
communication. This research proposes an independent fail-safe module based on battery monitoring and lost-link detection to
enhance the reliability and safety of USVs. The proposed system integrates the Jetson Orin Nano, a CUAV autopilot, and an
independent ESP32-based monitoring module capable of monitoring battery conditions and communication status via MAVLink
heartbeat signals. A mission-progress-based energy estimation method is applied to evaluate mission feasibility based on remaining
battery capacity and travel progress. Testing was conducted under normal operating conditions, low battery conditions, and
communication loss. The research results show that the voltage monitoring system achieved 99.87% accuracy, while the fail-safe
mechanism successfully detected low battery conditions within 2.5-3.0 seconds and communication loss within 6—15 seconds. The
system is also capable of automatically executing Return-to-Home (RTH) and Loiter modes, thereby enhancing the reliability, fault

tolerance, and operational safety of autonomous USVs.
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1. INTRODUCTION

The operational reliability of Unmanned Surface

Vehicles (USVs) is a crucial aspect of autonomous
maritime missions, particularly in long-duration and
mission-critical operations [1], [2], [3]. USVs are widely
used in various applications such as environmental
monitoring, hydrographic surveys, and maritime
surveillance, where system failures can pose significant
operational risks [4], [5], [6].

Maintaining stable communication between onboard
systems and the control unit is one of the main
challenges in USV operations. Modern USVs rely
heavily on continuous real-time data exchange for
navigation and control, making them wvulnerable to
latency, packet loss, and communication disruptions in
dynamic maritime environments. Such communication
failures may result in loss of control or mission failure
[7, [11], [17].

In addition to communication challenges, power
management plays a critical role in ensuring reliable
USV operations. Battery limitations and energy
consumption significantly impact system endurance and
mission performance, particularly during long-term
deployments [10], [11]. Although monitoring systems
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have been developed to observe system parameters in
real time, these systems are generally integrated into the
main controller and rely on its proper functionality [11],
[12].

From a systems engineering perspective, reliability and
safety are closely related to the concepts of dependability
and fault tolerance, whereby a system must continue to
operate correctly even in the presence of faults or
unexpected conditions [13], [14], [15]. However,
existing approaches to system safety in USVs are
generally implemented at the software level within the
main control system, which may become ineffective
when the main system fails due to loss of
communication, power instability, or unexpected errors
[16], [17]. Furthermore, safety standards for autonomous
vessels emphasize the importance of incorporating
independent and reliable fail-safe mechanisms to ensure
operational safety [18], [19].

Although autonomous USV technology is advancing
rapidly, ensuring operational safety during abnormal
conditions remains a significant challenge. Most existing
safety systems are implemented directly within the main
controller or autopilot system. Consequently, when the
main  controller  experiences a  malfunction,
communication failure, or software instability, the safety
mechanisms may also become unavailable [16], [17].
Furthermore, previous research has generally focused
only on battery monitoring or communication recovery
separately without integrating an independent safety
architecture capable of autonomous decision making [9],
[12].

These limitations reduce the reliability and resilience
of USV operations, particularly in long-term missions
and maritime environments with limited communication
[13], [19]. Unlike conventional fail-safe implementations
that only monitor predefined voltage thresholds, the
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proposed system combines independent hardware-based
monitoring, MAVLink heartbeat supervision, and
mission-progress-based energy feasibility estimation
within a unified autonomous safety framework. This
approach enables proactive fail-safe decision making
rather than conventional reactive threshold-based
protection, thereby improving operational reliability
during abnormal conditions.

The novelty of this research lies in the
implementation of an ESP32-based fail-safe architecture
that operates independently from the onboard main
controller. The proposed system integrates progress-
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based energy estimation, MAVLink heartbeat-based
communication monitoring, and real-time battery
monitoring into a unified fail-safe decision-making
framework. The proposed design enables autonomous
safety monitoring and fail-safe execution even when
onboard communication or processing becomes
unreliable, unlike traditional methods that rely solely on
the main controller [16], [17]. This strategy aligns with
the concept of fault-tolerant system design, which
emphasizes independent monitoring and reliable
operation under abnormal conditions [13], [14], [15].

System Architecture of the Proposed USV Fail-Safe System
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Figure 1. System Architecture of the Proposed USV Fail-Safe System

Therefore, this study proposes the design and
implementation of an independent battery and lost-link
fail-safe module to improve the operational safety and
reliability of Unmanned Surface Vehicles (USVs). The
proposed system continuously monitors  battery
conditions and  communication  status  while
autonomously executing fail-safe actions, including
Return-to-Home (RTH) and Loiter modes, under
abnormal operating conditions. Unlike conventional
approaches that rely on the primary onboard controller,
the proposed architecture separates the monitoring and
decision-making subsystem from the main control
system, thereby improving fault tolerance, system
robustness, and operational safety in autonomous
maritime applications [13], [18], [19].

The remainder of this paper is organized as follows.
Section II presents the proposed system architecture and
methodology. Section III discusses the experimental
results and system evaluation. Finally, Section IV
concludes the paper and outlines future research
directions.

1I. METHOD

A. System Architecture

The proposed Unmanned Surface Vehicle (USV)
system consists of three main layers: (1) the autopilot
layer, (2) the high-level computing layer, and (3) the
independent fail-safe monitoring layer, as illustrated in
Fig. 1. This layered architecture is designed to enhance
system reliability by separating critical monitoring
functions from the main control system [12], [13], [18].

The autopilot layer, implemented using the CUAV
autopilot, is responsible for handling low-level control
tasks, including waypoint navigation, heading
stabilization, and actuator signal generation. Such low-
level control is essential in autonomous marine systems
to ensure stable navigation and motion control [1], [12].

The high-level computing layer is implemented using
the Jetson Orin Nano, which handles telemetry
processing, mission management, data communication,
and high-level decision-making support. This layer
receives navigation and system data from the autopilot
while exchanging monitoring information with the
autonomous safety module.

The independent monitoring layer is implemented
using an ESP32 microcontroller due to its low power
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consumption, integrated wireless communication
capabilities, and sufficient computational resources for
real-time  monitoring  applications. =~ The ESP32
continuously collects battery voltage data and monitors
communication status via MQTT heartbeat signals. This
layer operates independently of the main computing unit,
ensuring that critical system parameters can still be
monitored even in the event of main system failure,
which is a key principle in fault-tolerant system design
[13], [14].

The overall system operates through continuous data
exchange between layers. The ESP32 transmits battery
status and trigger signals, while the Jetson processes
telemetry data received from the autopilot. Based on this
information, the system evaluates operational conditions
and automatically determines whether fail-safe actions
such as Return-to-Home (RTH) or Loiter mode
activation are required.

B. Hardware Design

The hardware design of the proposed USV focuses on
the implementation of sensing and actuation components
that support reliable monitoring and control during
operation. The main hardware components include an
ESP32 microcontroller, a battery voltage and current
sensing circuit, and actuator driver modules.

The battery voltage is measured using a voltage divider
circuit connected to the analog-to-digital converter
(ADC) of the ESP32. This circuit scales down the battery
voltage to a measurable range suitable for the
microcontroller. The output voltage of the divider is
expressed as:

Voltage sensor
ViltageSensor
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R
Vout = Vin XRlTZRZ (D

Where Vin represents the actual battery voltage, while
Vout is the scaled voltage read by the ADC. A
calibration factor is applied in software to improve
measurement accuracy [16].

Current measurement is performed using a Hall-effect
current sensor (ACS712-30A), which provides an analog
voltage proportional to the measured current. The current
value is calculated using:

Vour—V,
I = out—Voffset (2)

- Sensitivity

Where Vout is the measured sensor voltage, 2.5 V is
the offset voltage, and 0.066 V/A is the sensitivity of the
ACS712-30A sensor [17].

The battery monitoring hardware is designed to acquire
real-time voltage and current data for energy estimation
and fail-safe decision making. Voltage measurement is
implemented using a voltage divider circuit combined
with the ADS1115 analog-to-digital converter, while
current measurement utilizes the ACS712 Hall-effect
current sensor. The ADS1115 communicates with the
ESP32 through the 12C interface, enabling reliable multi-
channel data acquisition with improved measurement
resolution and stability. These sensing components are
integrated with the ESP32 microcontroller for data
processing and monitoring, as illustrated in Figure 2.

ADS51115
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switch to Load
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Figure 2. Hardware Design of the Battery Monitoring System

The actuator system consists of driver circuits
controlled by PWM signals generated by the autopilot.
These drivers regulate the operation of water thrusters,
converting control signals into mechanical motion.
Overall, the integration of ADSI115 enhances
measurement precision and system reliability, making it

suitable for real-time monitoring in autonomous marine
applications [10], [11].

C. Software Design
The software design is implemented as a continuous
loop consisting of data acquisition, processing,
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communication, and system monitoring. The ESP32
initializes the ADS1115 via the I12C interface and
establishes communication with the high-level
computing unit through an MQTT-based messaging
system [20].

Sensor data, including voltage and current
measurements, are periodically acquired and processed
before being published to the MQTT broker. The Jetson-
based high-level computing unit subscribes to these data
streams and processes them alongside telemetry data
obtained from the autopilot via MAVLink
communication [21], [22].
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Figure 3. Software Operation Flow

In addition to publishing sensor data, the ESP32 also
subscribes to MQTT topics to receive system status or
telemetry information from the Jetson. Communication
monitoring is performed by evaluating the reception of
MQTT messages within a predefined timeout interval. If
no messages are received within this interval, the system
interprets this condition as a communication failure.

This bidirectional MQTT communication enables
decoupled data exchange between system layers while
maintaining real-time monitoring of communication
integrity, which is a common approach in IoT-based
monitoring systems [20], [23].

D. Fail-Safe Mechanism

The proposed fail-safe mechanism is designed to
ensure safe operation of the USV by continuously
monitoring system conditions and executing appropriate
safety actions when abnormal situations are detected
[26], [27]. The system integrates battery monitoring and
communication reliability into a unified decision-making
framework.
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As illustrated in Fig. 4, the system operates in a
continuous monitoring loop. Initially, the system
performs initialization of the Battery Management
System (BMS), autopilot, and telemetry communication.
During operation, system data are continuously acquired
from the BMS and autopilot, including battery status and
communication signals.

The monitoring process consists of two parallel
evaluations: energy monitoring and communication
monitoring. The energy monitoring subsystem evaluates
the battery condition, while the communication
monitoring subsystem checks the availability of
MAVLink heartbeat signals from the autopilot.

Communication status is determined based on the time
interval between consecutive heartbeat signals. Let At
denote the elapsed time since the last received heartbeat:

At = lewrrent — liast

3

where At is the elapsed time since the last heartbeat
and Tth is the timeout threshold.

Normal,
Lost Link,

<
Statuscomm = { AAZ; ?:ﬁ_ (4)

where Tth is the predefined timeout threshold, set to 15
seconds in this study. This value is selected considering
the typical MAVLink heartbeat frequency of
approximately 1 Hz, allowing the system to tolerate
multiple missed messages while ensuring timely
detection of link failure [20].

The battery voltage Vbat is measured using an ADC-
based sensing circuit and serves as the primary input for
estimating the battery condition [28], [29]. The system
uses a LiFePOs battery, which exhibits a relatively flat
discharge curve and high thermal stability [19].
Therefore, the State of Charge (SOC) is estimated from

the measured voltage using a piecewise linear
approximation [21].
100, V=134
80 + 2% x 20,128 < V <134
13.4-12.8
60 + —222 %20, 124 < V <128
12.8-12.4
socvy=1{40 + T2 %20, 122 < V < 124 ®)
12.4-12.2
20 + 2% %20, 120 < V <122
12.2-12.0
V1t 20, 114 < V <120
12.0-11.4
0, V<114

The battery condition is evaluated based on mission
feasibility using a progress-based energy estimation. The
system estimates the energy consumption rate from the
ratio between consumed energy and mission progress,
and predicts the required energy to complete the
remaining mission. A safety factor is incorporated to
account for uncertainties such as environmental
disturbances and sensor noise. The battery is considered
sufficient when the remaining energy exceeds the
estimated required energy;
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Figure 4. Fail-Safe Mechanism Flow

E'l!.SQ
Er'ate = Td (6)
Er'eq = (100 - P) X Er'ate Xy (7)
Er'em = ETomI - EUsed (8)

Where Eused is the consumed energy (Wh), P is the
mission progress (%), Erate is the energy consumption
rate, Ereq is the required remaining energy, y is the
safety factor. A safety factor of y =1.2 is applied to
account for uncertainties. The selected safety factor
provides additional energy reserve to compensate for
environmental disturbances, sensor uncertainty, and
dynamic operating conditions commonly encountered in
maritime environments.

The proposed estimation assumes approximately linear
energy consumption with respect to mission progress
under relatively stable operating conditions and constant
propulsion characteristics. The battery status is
determined as:

sufficient,  E,.n = E.oq 9
insufficient, E .y <E ©)

Battery Status = {
req

To avoid instability at the initial stage (P—0), the
estimation is activated after a minimum progress
threshold. The model assumes a linear relationship
between energy consumption and mission progress.
When the battery is classified as insufficient, a fail-safe
response such as mission abort or return-to-home is
triggered. This mechanism enables a hierarchical fail-
safe strategy that combines real-time monitoring,
condition-based evaluation, and autonomous response,
thereby improving system robustness and operational
safety.

E.Experimental Testing

The experiments were conducted in open waters to
evaluate the system's performance under actual operating
conditions. The system utilizes voltage and current
sensors to estimate energy consumption in real time,
combined with a progress-based method to predict the
required energy for mission completion.

Three experimental scenarios were designed as
summarized in Table 1. Each scenario was repeated
multiple times to evaluate consistency and reliability of
the fail-safe responses under different operational
conditions.

TABLE 1.

EXPERIMENTAL SCENARIOS FOR FAIL-SAFE VALIDATION

Scenarios Initial Condition Disturbance Objective Expected Response
Normal Mission Soc > 80% None Validate Npmlnal No Fail-Safe Triggered
Operation
Insufficient Battery Soc <40% High Energy Demand Detect Infeasible Mission ~ Trigger Return To Home
Communication Lost Stable Operation Telemetry Disconnected Validate CF) mmunication Trigger Loiter & Return
Fail-Safe To Home
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The system performance was evaluated based on
estimation accuracy and decision reliability. The
estimated energy consumption and remaining energy
were compared with actual measurements to assess
prediction accuracy. Additionally, the correctness of fail-
safe decisions was analyzed by comparing system
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outputs with actual mission outcomes. A web-based
monitoring interface is used during the experiment to
visualize real-time system parameters, including battery
status, and fail-safe conditions, as shown in Figure 5.
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Figure 5. Web-Based Monitoring Interface for Battery and Fail-Safe System.
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The results are organized into four main aspects,
including battery monitoring performance,
communication  performance, fail-safe  scenario
validation, and system monitoring visualization. The
experiments were carried out at Lake Lembah Dewata,
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Figure 6. Experimental Testing of the Proposed USV Prototype

A. Battery Monitoring Performance

The voltage measurement results are presented in
Table 2. The measurements obtained from the voltage
divider and ADS1115 are compared with a reference
voltmeter to evaluate accuracy. The results show that the

environments that introduces practical challenges such as
signal attenuation, environmental disturbances, and
varying communication ranges, thereby enabling
comprehensive evaluation of the system performance.

proposed sensing circuit provides stable and consistent
readings across different measurement instances.

The average voltage deviation is approximately 0.02 V,
with a mean absolute percentage error (MAPE) of
0.13%. The overall measurement accuracy reaches
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99.87%, indicating that the system is capable of
providing reliable voltage data for battery monitoring.
The high measurement accuracy demonstrates that the
proposed sensor architecture is sufficiently reliable for
real-time maritime safety applications. Compared to
conventional low-cost ADC implementations integrated
directly into microcontrollers, the ADSI1115-based
measurement system improves voltage stability and
supports more reliable fail-safe decision-making.
Although small deviations are observed in some
measurements, with a maximum error of 0.23%, these
variations are still within an acceptable range for real-
time monitoring applications. The results confirm that
the integration of a voltage divider with the ADS1115
ADC offers sufficient precision for use in the proposed
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fail-safe system. These results indicate that the proposed
monitoring system is capable of maintaining stable
measurement performance under practical operational
conditions, which is essential for ensuring reliable
energy estimates during autonomous USV missions.

B. Communication Performance

The communication system is evaluated based on
latency, packet loss, and timeout-based detection to
assess its reliability and robustness. In addition, the
system response under communication failure is
analyzed through the implemented fail-safe mechanism.
The experimental results are presented in Table 3.

TABLE 2.
VOLTAGE MEASUREMENT
NO TIME \]/)OI\I;ElﬁlgRE VOLTMETER DIFFERENCE ER}}OR ACCIOJRACY
o V) ) %) %)

1 21:50 13.23 13.2 0.03 0.23% 99.77%
2 21:51 13.23 13.2 0.03 0.23% 99.77%
3 21:52 13.22 13.2 0.02 0.15% 99.85%
4 21:53 13.22 13.2 0.02 0.15% 99.85%
5 21:54 13.21 13.2 0.01 0.08% 99.92%
6 10:12 13.16 13.15 0.01 0.08% 99.92%
7 10:13 13.16 13.15 0.01 0.08% 99.92%
8 10:14 13.15 13.14 0.01 0.08% 99.92%
9 10:15 13.15 13.14 0.01 0.08% 99.92%
10 10:16 13.14 13.13 0.01 0.08% 99.92%
11 10.45 13.13 13.12 0.01 0.08% 99.92%
12 10.46 13.13 13.12 0.01 0.08% 99.92%
13 10.47 13.13 13.12 0.01 0.08% 99.92%
14 10.48 13.12 13.10 0.02 0.15% 99.85%
15 10.49 13.12 13.10 0.02 0.15% 99.85%
16 11.35 13.03 13.00 0.03 0.23% 99.77%
17 11.36 13.03 13.00 0.03 0.23% 99.77%
18 11.37 13.02 13.00 0.02 0.15% 99.85%
19 11.38 13.02 13.00 0.02 0.15% 99.85%
20 11.39 13.02 13.00 0.02 0.15% 99.85%
Mean 0.02 0.13% 99.87%

Mean Absolute Percentage Error (MAPE)

0.13%

When the communication link is completely lost,
latency cannot be measured due to the absence of
incoming data packets, thus it is represented as N/A.
However, the system continues to monitor the elapsed
time since the last successful communication (At). If this
duration exceeds a predefined threshold, the system
classifies the condition as lost link and activates the fail-
safe mechanism.

The communication evaluation shows that the
proposed heartbeat-based supervision mechanism is
capable of distinguishing between communication
disruptions and total connection failures. This capability
is particularly important in maritime environments,
where sporadic packet loss and unstable telemetry are
common due to environmental interference and long
communication distances.

The timeout-based detection strategy also enhances
system resilience by preventing premature fail-safe
activation during temporary communication disruptions,
thereby reducing the possibility of unnecessary mission
interruption.

C. Fail-Safe Scenario Validation

The fail-safe scenario validation was conducted to
evaluate the system’s ability to detect abnormal
conditions and execute appropriate safety actions. The
tested scenarios include normal operation, low battery
conditions, and communication loss (lost link). The
detailed results of the fail-safe scenario validation are
summarized in Table 4.

Under normal conditions, the system maintained a
stable connection with low communication delay (At <1
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s), and no fail-safe mechanism was triggered, indicating
proper system operation.

In low battery scenarios, the system successfully
detected the energy threshold violation within 2.5-3.0
seconds and activated the fail-safe mechanism by
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initiating a Return-to-Home (RTH) action. The response
demonstrates that the energy-based monitoring system
can effectively prevent mission continuation under
unsafe battery conditions.

Battery Voltage Monitoring

—e— Voltage Divider
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B
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g
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Figure 7. Comparison of Measured Voltage Between Proposed Sensor and Reference Voltmeter
TABLE 4.
FAIL-SAFE SCENARIO VALIDATION
DETECTION SOC FAIL- EXPECTED
TRIAL A (s) TIME (s) (%) STATUS SAFE ACTION ACTION RESULT
1 1.7 - 86.1 CONNECTED FALSE NONE NONE v
2 1.4 - 85.9 CONNECTED FALSE NONE NONE v
3 1.3 - 83.6 CONNECTED FALSE NONE NONE v
1 1.2 2.6 50% CONNECTED TRUE RTH RTH v
2 1.5 2.6 45% CONNECTED TRUE RTH RTH v
3 1.5 2.8 40% CONNECTED TRUE RTH RTH v
1 6.2 5.0 88% DISCONNECTED TRUE LOITER LOITER v
2 13.4 5.0 86% DISCONNECTED TRUE LOITER LOITER v
3 16.5 15.0 80% DISCONNECTED TRUE RTH RTH v
For communication loss scenarios, the system  onboard computer, the fail-safe function remains active

experienced disconnection with At exceeding 6 seconds
or becoming unavailable. The fail-safe mechanism was
consistently triggered, and the system executed a loiter
action as expected. The detection time ranged from 6.2
to 15.0 seconds, depending on communication delay
conditions.

Overall, the system demonstrated reliable performance
in all tested scenarios, with all fail-safe actions matching
the expected responses, confirming the effectiveness of
the proposed safety mechanism.

The experimental results confirm that the proposed
independent fail-safe architecture improves operational
resilience compared with conventional controller-
dependent safety systems. Since the ESP32 monitoring
subsystem operates independently from the main

even when the main telemetry or the processing system
becomes unstable.

Furthermore, the integration of mission-progress-based
energy estimation enables proactive fail-safe decision
making rather than simple threshold-based protection.
Instead of reacting only to low voltage conditions, the
system evaluates whether the remaining energy is
sufficient to complete the mission safely. This approach
improves operational safety by preventing mission
continuation under infeasible energy conditions before
critical battery depletion occurs.

D. System Monitoring Via Web Interface
The web-based monitoring interface was successfully
developed to provide real-time visualization of system
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parameters and operational status. As shown in Fig. 8,
the interface presents essential battery information,
including state of charge (SOC), voltage, current, and
capacity, accompanied by a graphical representation of
battery usage over time. This visualization enables
continuous observation of the system’s energy condition
during mission execution.

In addition to parameter visualization, the system
incorporates an alert mechanism to indicate critical
operational conditions. When a fail-safe event is
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triggered due to communication loss, the monitoring
interface generates a critical alert notification. As
illustrated in Fig. 9, fail-safe events such as
COMM_LOST RTL and COMM_LOST LOITER are
clearly displayed on the dashboard, allowing operators to
promptly identify the type of failure and respond
accordingly.

9:06:54AM o Thursday, May7,2026 ™8 3 ¢ S Js’ °
N ® USVSEANO v
Battery Usage Chart m A

Figure 8. Battery Monitoring Dashboard
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Figure 9. Fail-Safe Communication Loss Alert on Monitoring Dashboard

Furthermore, the system is capable of detecting energy-
related fail-safe conditions. When the available battery
energy is predicted to be insufficient to complete the
mission, a critical alert labeled ENERGY NOT

3:04:26 PM e Thursday, May 7, 2026

A Alerts

@ Critical Alerts: 3

1 CRITICAL

failsafe
ENERGY_NOT_ENOUGH

Just now

Warnings: 1

USV SEANO

ENOUGH is generated and displayed in real time. This
condition is visualized in Fig. 10, where the alert
notification indicates a critical energy limitation during

operation.
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Figure 10. Fail-Safe Energy Not Enough Alert on Monitoring Dashboard
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Overall, the proposed web-based monitoring interface
effectively integrates real-time data visualization and
fail-safe alert notifications, thereby supporting timely
decision-making and improving system reliability during
operation. The integration of real-time monitoring and
fail-safe alert visualization also improves operator
situational awareness during autonomous operation. This
capability is particularly important in remote maritime
missions where rapid identification of abnormal
conditions is required to reduce operational risk. In
addition to providing visualization, the effectiveness of
the proposed system is further wvalidated through
scenario-based testing results.

The results demonstrate that the proposed method is
capable of predicting mission feasibility with acceptable
accuracy. In the insufficient battery scenario, the system
successfully triggered the fail-safe mechanism before the
battery reached a critical level, thereby preventing
potential mission failure. Furthermore, in the
communication loss scenario, the system demonstrated
the ability to autonomously respond to connection
failures, ensuring safe and stable operation.

These results confirm that the integration of real-time
monitoring, energy estimation, and condition-based
decision-making significantly enhances system reliability
and operational safety. Compared with conventional
monitoring approaches that only provide passive
parameter visualization, the proposed system integrates
autonomous condition evaluation and fail-safe response
into a unified monitoring framework. This integration
enhances autonomous maritime operational resilience.

IV. CONCLUSION

This paper presents the design and implementation of
an independent battery and lost-link fail-safe module for
improving the operational safety of Unmanned Surface
Vehicles (USVs). The proposed system utilizes a multi-
layer architecture that separates monitoring, control, and
decision-making functions to improve system reliability
and fault tolerance. Unlike conventional fail-safe
systems that depend on the main onboard controller, the
proposed ESP32-based architecture enables continuous
fail-safe operation even when the main communication
or processing system becomes unstable.

In addition, the integration of mission-progress-based
energy estimation enables proactive safety evaluation
beyond conventional threshold-based approaches.
Experimental results demonstrate that the proposed
system achieved 99.87% battery monitoring accuracy
and  successfully detected low  battery and
communication loss conditions within acceptable
response times. The fail-safe mechanism was able to
execute appropriate actions, including Return-to-Home
(RTH) and Loiter modes, while the web-based
monitoring interface improved situational awareness
through real-time visualization and alert notifications.
Overall, the proposed system enhances the operational
resilience and safety of USVs operating in remote and
communication-limited open-water environments. Future
work may focus on improving prediction accuracy using
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advanced machine learning methods and extending the
system to multi-vehicle coordination scenarios.
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