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Abstract

This study proposes a geolocation microservices integration framework for real-time
geolocation-based immigration surveillance support using UML and the sidecar pat-
tern. Here, real-time refers to live acquisition, transmission, and dashboard updating
of geolocation data, while positional accuracy remains subject to GNSS, device,
and network conditions. The work is positioned as an early-stage prototype, not
as a production-ready monitoring platform. The prototype was evaluated through
multi-location testing using GNSS-based positional classification, descriptive error
metrics, participant-reported device and network-signal conditions, and architectural
comparison. Repeated coordinate pivots from the same user within 5 m were merged
into one representative observation, while close pivots from different users were
retained. Of 50 retained observations, 46 were classified as Very High, three as High,
and one as Moderate, with MAE of 15.99 m, RMSE of 33.85 m, median error of
8.87 m, and SD of 30.14 m. The 200 m boundary case shows that repeated sampling
and corroboration are required before enforcement. Microservices provide clearer
service boundaries and fault isolation than a monolithic baseline, while the sidecar
pattern strengthens logging, health-checking, and auditability. The framework may
support time-to-awareness only under lawful authority, privacy safeguards, broader

sampling, and load testing.
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FIGURE 1 Graph of Deportation Cases Involving Foreign Nationals, 2022-2025.

1 | INTRODUCTION

Indonesia is the world’s largest archipelago, comprising over 17,000 islands with many official and unofficial entry points. This
geography makes immigration control an essential part of national sovereignty, border security, and administrative supervision.
The challenge is not limited to checking residence permits. It also includes preventing transnational crime, responding to the
mobility of foreign nationals, and reducing dependence on document checks, manual reports, and episodic field surveillance
that may miss dynamic cross-border movement. This paper uses the term foreign national for non-Indonesian persons subject
to immigration stay and mobility supervision, and Indonesian citizen for citizens of Indonesia. This terminology keeps the
manuscript consistent with English academic usage while emphasizing that privacy and personal-data protection remain relevant
to every identifiable person whose data may be processed.

Administrative data from the Directorate General of Immigration show an increase in deportation cases involving foreign nation-
als, from 188 cases in 2022 to 2,669 cases in 2025 (Figure[I_]). The figure was compiled from Directorate General of Immigration
administrative/public-release statistics and institutional recapitulation for 2022-2025, and is cited as descriptive evidence of
monitoring pressure rather than as causal evidence that technology alone reduces immigration violations!!!, Because the pro-
posed system processes location data, privacy and legal safeguards are introduced from the outset. Indonesian immigration law
provides an institutional basis for supervising the presence and activities of foreign nationals, but it does not justify unrestricted
device surveillance or indiscriminate data collection? 3. Identifiable location data must therefore be handled according to
lawful basis, purpose limitation, data minimization, access control, retention limitation, security, and accountability principles
under the Personal Data Protection Law ™!, The Electronic Information and Transactions framework also indicates that elec-
tronic access or extraction cannot be treated as an ordinary administrative shortcut !, For this reason, the proposed framework
is a scoped geolocation reporting and audit system, not a device-level forensic or spyware-like tracking mechanism. Prior stud-
ies show that location-based technologies and microservices have matured across several domains. Cota et al.!® used IoT and
microservices to improve interoperability and maintenance in remote monitoring, while D’Ambrosio et al. "l demonstrated that
independent virtualized microservices can improve adaptability and resilience in security-sensitive systems. These studies sup-
port the use of modular service design for distributed monitoring contexts. Security-oriented microservices research is also
relevant. Hari et al. [®! showed that microsegmentation under Zero Trust Architecture can reduce attack paths, which is important
for systems handling sensitive personal data. Such findings reinforce the need to embed security and access-control consider-
ations in the architecture from the design stage. Research on location performance further supports the technical basis of this
study. Knoll et al. ™ validated RTLS accuracy in controlled environments, Chemweno et al. Xl showed the value of RTLS for
operational tracking, Mendes et al. ! discussed hybrid 5G/GNSS location services, and Widhalm et al. 2! demonstrated that
GPS-derived mobility data can provide meaningful behavioral information. These studies indicate that location data can sup-
port monitoring, although accuracy remains environment-dependent. From the software-engineering perspective, Schwarz et
al.l3l classified microservice integration techniques, Meijer et al. "4l showed that architectural pattern selection affects latency
and resource use, and Darmoul et al.!>! highlighted modular pattern-based design for resilient cyber-physical systems. These
works inform the architectural comparison used in this study. Despite this literature, a gap remains in connecting geolocation
microservices with immigration monitoring workflows. Previous work often treats location accuracy, microservice integration,
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FIGURE 2 Use Case Diagram.

and sidecar-based observability separately, whereas immigration monitoring requires traceable data flows, controlled access,
service resilience, audit logs, retention rules, and transparent handling of sensitive personal data. This study addresses that gap
by designing and validating a prototype geolocation microservices framework that can support immigration monitoring without
modifying the core immigration system. UML models the functional workflow, service interaction, and deployment structure,
while the sidecar pattern separates logging, tracing, health monitoring, and observability from the primary geolocation service.
The novelty of this research lies in four linked contributions. First, it formulates a domain-specific integration model for immi-
gration monitoring rather than a generic location-tracking application. Second, it links geolocation error interpretation with
GNSS-based subject classification and statistical error metrics, so the results can be read as operational evidence rather than
as an unsupported percentage accuracy claim. Third, it compares monolithic, microservices, non-sidecar, and sidecar-enabled
configurations under the same reporting workflow. Fourth, it positions the sidecar pattern as a privacy- and audit-oriented
integration layer for mission-critical public-sector systems, allowing observability and future compliance controls to be added
without altering the primary service. Accordingly, the framework is evaluated as a prototype decision-support architecture, not
as a complete operational surveillance platform. Its value depends on lawful deployment, controlled data collection, repeated
coordinate sampling, anti-spoofing safeguards, and broader load testing.

2 | METHOD

This study uses a microservices-based system design approach to develop a near-real-time location reporting and monitoring-
support system that can be integrated into an existing immigration environment without altering its core structure. The method
follows five connected stages: UML-based system design, construction of the geolocation microservices architecture, integration
through the sidecar pattern, prototype implementation, and empirical testing for accuracy and performance. The sequence is
iterative because mission-critical public-sector systems require a careful integration strategy rather than disruptive replacement.

2.1 | System Design Using UML

Unified Modeling Language (UML) was used to document process flows, actor interactions, and service infrastructure in a
structured form. UML was selected because it provides a standard notation for communicating system design and aligning the
prototype with immigration monitoring workflows. Three UML diagrams were constructed. The Use Case Diagram shows the
interaction between the Immigration Officer and the main functions: monitoring foreign-national location, receiving violation
notifications, updating coordinate location, and managing geofences. This diagram defines the system scope from the operational
user’s perspective.
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FIGURE 4 Deployment Diagram.

The Sequence Diagram visualizes communication during location data transmission. The Foreign National Mobile Application
sends GPS data through the API Gateway to the Reporting Service, which updates current coordinates and records movement
data. The Monitoring Service then retrieves active positions and sends them to the Immigration Dashboard for map rendering,
making potential latency points visible.

The Deployment Diagram shows the physical and logical architecture. The client side consists of the Immigration Dashboard and
a foreign-national smartphone, while the server side uses a Private Cloud/Kubernetes environment with an API Gateway, Admin
Monitoring Service, Location Reporting Service, Redis cache, and PostgreSQL/PostGIS historical database. Communication is
protected through VPN/HTTPS or encrypted HTTPS/TLS.
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2.2 | Geolocation Microservices Architecture

The proposed system adopts microservices so each functional service can be developed, deployed, and scaled independently.
This approach was chosen over a monolithic structure because it supports modularity, horizontal scalability, fault isolation, and
incremental integration with existing systems. The architecture consists of four main components. The API Gateway, imple-
mented using Kong and Nginx, handles routing, authentication enforcement, rate limiting, and load balancing. The Location
Reporting Service receives GPS coordinate data, validates the payload, and stores recent and historical records. The Monitoring
Service retrieves active coordinates, evaluates geofence rules, and pushes alerts to authorized officers. Redis stores the latest
reported coordinate for fast display, while PostgreSQL/PostGIS maintains historical movement data for spatial queries, trajec-
tory analysis, and audit needs. The services are containerized using Docker and orchestrated through Kubernetes. Inter-service
communication occurs through a private internal network to reduce exposure of sensitive location data during service-to-service
transmission.

2.3 | Integration Using the Sidecar Pattern

The sidecar pattern is used to integrate geolocation reporting without directly modifying the core immigration system. In this
pattern, an auxiliary sidecar container is co-deployed with the primary service container in the same Kubernetes Pod, sharing
the network namespace and storage volumes while keeping supporting functions separate from the main codebase. In this
implementation, the primary container hosts the Microservice Geolocation component for location updates, location queries,
and GIS/geofence escalation. The sidecar container handles tracking and logging functions, including log collection, metric
transmission, distributed tracing, and health checks. Outputs are sent to a log aggregator, metrics database, and tracing collector
to support observability without burdening the primary geolocation service.

This separation is important for immigration systems because observability, security, logging, encryption, compliance auditing,
or protocol translation can be added incrementally without increasing regression risk in the primary service.

2.4 | System Hardware and Software Implementation

The prototype used commercial off-the-shelf hardware and open-source software. Sender devices were mainly smartphones with
built-in GNSS/GPS or browser-based location services, although several tests were submitted through PC or laptop browsers.
Device models were not standardized because the purpose was to evaluate field-oriented geolocation reporting rather than
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benchmark one handset. The participant questionnaire recorded device category, device brand/model, and connection signal
strength, so the sample could reflect device and network variability. Location data were obtained from device location ser-
vices and visualized through the Google Maps API for map rendering and reference-point verification. No external GNSS
receiver or survey-grade receiver was used; consequently, the accuracy results represent consumer-device positioning rather
than geodetic precision. The frontend interfaces were developed using HTML, JavaScript, and CSS, while backend services
used RESTful APIs for location updates, session management, and geofence evaluation. Redis was used for recent coordinates
and PostgreSQL/PostGIS for persistent spatial storage. Testing used ordinary Wi-Fi or mobile internet at each location; there-
fore, reported latency should be interpreted as prototype measurement under uncontrolled field-network conditions rather than
a production service-level guarantee.

2.5 | Data Collection and Testing

Data collection was conducted through direct prototype testing across Indonesian and international locations. Subjects submit-
ted their location through the Foreign National Mobile Application, after which the system recorded reported GPS coordinates,
timestamps, and server-side receipt of the update. The revised analytical sample consists of 50 retained observations: eight first-
round observations and 42 additional questionnaire/JSON-matched active-target observations. For the JSON data, near-duplicate
coordinate pivots were filtered only within the same user. Coordinates from the same user that were within 5 m were represented
by one retained observation, while close pivots from different users were retained independently because they represented dif-
ferent subjects. The geographic spread included multiple Indonesian cities and international test locations in Germany, Saudi
Arabia, and Australia. The analyzed variables were positional error, GNSS accuracy classification, output consistency, system
stability, participant-reported device type, and signal-based network-latency category. For first-round observations, ground-truth
reference coordinates were determined by marking the actual testing point on a digital map and recording its latitude and longi-
tude. For remote participants, the reference point was confirmed through the map interface. For additional browser-based JSON
observations, the device-reported horizontal accuracy value was used as an error-distance proxy and matched to the GNSS
classification in Table[I | Each submission was included only after dashboard or database receipt was confirmed.

2.6 | Accuracy Evaluation Method

To evaluate positional accuracy, this study employs the Haversine formula to calculate the great-circle distance between ground-
truth coordinates and system-reported GPS coordinates. This method is widely used in geospatial analysis and GNSS-based
positioning systems ¢!, 7, The Haversine distance is written in Equation (1).

d = 2rarcsin{sqrt[sin®((¢p, — ¢,)/2) + cos(¢;) cos(¢h,) sin*((A, — A4,)/2)1} (D

where d is the positional error in meters, r is the Earth radius, ¢, and ¢, are the ground-truth and reported latitudes in radians,
and 4; and 4, are the ground-truth and reported longitudes in radians.

In addition to the Haversine formula, this study considers the Equirectangular approximation as a computationally efficient
alternative for short-distance calculation. The approximation reduces trigonometric complexity while remaining interpretable
for small spatial separations. The distance is calculated using Equation (2).

x= (4 —A)cos((¢p, + $,)/2), y=¢d,—¢;, d= rsqrt(x2 + y2) 2)

While Equation (1) is used as the primary method due to its higher precision, Equation (2) illustrates the trade-off between
computational efficiency and distance-estimation precision in real-time systems. All angular values in Equations (1) and (2) are
expressed in radians before distance conversion into meters.

To interpret the calculated positional error, this study classifies accuracy levels based on established GNSS performance char-
acteristics. Smartphone-based GPS typically achieves accuracy within 5-20 meters under open-sky conditions and degrades to
20-100 meters in urban environments due to signal obstruction and multipath effects 181, 121,

Based on this classification, positional errors within 0—100 meters are considered reliable for near-real-time monitoring
applications, particularly in large-scale monitoring systems where environmental variability cannot be controlled.
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TABLE 1 Accuracy Classification

Error Distance (Meters) Accuracy Level Interpretation
0-50 Very High Ideal Condition
50-100 High Reliable
100-200 Moderate Acceptable

> 200 Low Unreliable

2.7 | Statistical Accuracy Metrics

Positional error was evaluated using Mean Absolute Error (MAE), Root Mean Square Error (RMSE), median error, and sample
standard deviation. MAE indicates average absolute deviation, RMSE penalizes larger deviations, the median shows the typical
observation, and standard deviation captures dispersion across heterogeneous device, environmental, and network conditions.
Because the retained sample remains limited for operational inference (n = 50), these indicators are treated as descriptive
validation metrics, not inferential hypothesis tests.

2.8 | Comparative Experimental Configuration

The architectural comparison included two configurations: monolithic versus microservices deployment, and microservices
without sidecar versus microservices with sidecar. The same geolocation reporting task, subject data, and dashboard moni-
toring workflow were used as the functional basis for comparison. The monolithic configuration placed coordinate reporting,
monitoring, geofence evaluation, and logging in a single application layer. The microservices configuration separated these
responsibilities into an API gateway, location reporting service, monitoring service, Redis cache, and Postgre SQL/PostGIS stor-
age. The comparison used latency, error interpretation, integration risk, service coupling, observability, auditability, recovery
implications, and proportionality of data access as indicators. The non-sidecar configuration embedded logging, metrics, tracing,
and health checks in or near the primary geolocation service, while the sidecar-enabled configuration delegated these cross-
cutting concerns to a co-deployed auxiliary container. Server workload, high-concurrency error rate, service recovery time, and
sidecar overhead are treated as next-phase stress-testing dimensions rather than definitive benchmark results.

2.9 | Proposed Framework

The proposed Geolocation Microservices Integration Framework consists of four layers: Data Acquisition, Processing, Integra-
tion through the Sidecar Pattern, and Monitoring. The Data Acquisition Layer collects GPS coordinates from mobile devices.
The Processing Layer handles validation and geospatial computation using distributed microservices. The Integration Layer
enables logging, monitoring, and tracing without modifying the core service, while the Monitoring Layer visualizes real-time
location data for authorized officers. Overall, this architecture is intended to support modularity, scalability, and compatibility
with legacy systems.

3 | RESULT AND DISCUSSION

This study implemented a prototype near-real-time location reporting system based on microservices architecture. The findings
are discussed through subject-level GNSS accuracy, statistical validation, monitoring performance, microservices evaluation,
sidecar integration, and comparative architectural evaluation, with claims limited to prototype evidence.

3.1 | System Accuracy Testing

Accuracy testing compared system-reported coordinates or device-reported horizontal accuracy values with the GNSS classifi-
cation standard in Table[I | The evaluation covers multiple domestic and international locations and reports each subject’s error
distance, device category, signal-based latency category, and GNSS accuracy classification in Table[2 ] The results are not inter-
preted as a single percentage-based accuracy score. Instead, each subject is classified according to measured or device-reported
error. Table[2 |shows that 46 of 50 retained observations are Very High, three are High, and one is Moderate, with no Low case
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in the corrected retained sample. The statistical summary shows MAE of 15.99 m, RMSE of 33.85 m, median error of 8.87 m,
and SD of 30.14 m. RMSE remains higher because it penalizes the 200.00 m boundary case, while the median indicates that the
typical observation remains within the Very High class. The dispersion shows that device quality, environment, browser behav-
ior, and network condition still affect the results. Therefore, the system is useful for coarse-to-medium immigration monitoring,
but it should not replace physical verification when enforcement depends on exact positioning.

The observed variations are influenced by satellite geometry, obstruction, multipath propagation, device quality, browser geolo-
cation behavior, and network latency. The YM result at 200.00 m is important for geofence-based monitoring because a
boundary-level error may incorrectly place a subject inside or outside a restricted zone. High-category browser observations
also show that consumer-device reporting can vary even when the dashboard remains online. A safer operational rule is to
require repeated coordinate sampling, temporal consistency, geofence tolerance buffers, OSINT or HUMINT corroboration,
and officer verification before escalation. Overall, the system provides operationally interpretable positional awareness under
heterogeneous field conditions, but the claim remains limited to prototype-scale testing. The latency column in Table [2 |is a
signal-based category from the participant questionnaire; measured component-level latency is reported separately in Table[6 |

TABLE 2 Results of the Geolocation System Accuracy Test

Initial City Country Error Distance (m) Device Latency (Signal) GNSS Accuracy Level

WG Jakarta Indonesia 12.18 HP- Low (5G) Very High
Sam-
sung
Galaxy
AS5S
DJ Jakarta Indonesia 13.50 HP- Low (5G) Very High
Xiaomi
Redmi
Note
13 Pro

Continued on next page...
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TABLE 2 - Continued from previous page

Initial

City

Country

Error Distance (im)

Device

Latency (Signal)

GNSS Accuracy Level

NFA

YM

[N

M

SH

EA

RO

NES

AU

VG

WDR

BF

Sikka Regency

Bantul

Munster

Tangerang

Medina

New South Wales

Pematangsiantar

Tangerang

Tangerang

Yogyakarta

Jakarta

Bandung

Indonesia

Indonesia

Germany

Indonesia

Saudi Arabia

Australia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

22.50

200.00

12.68

20.00

61.86

4.00

3.71

11.47

4.44

7.33

16.14

20.00

HP -
Oppo
Reno
12

HP -
Infinix
Note
40

HP -
iPhone
16 Pro
HP -
Vivo
V30
HP -
iPhone
16

HP -
iPhone
16 Pro
Max
HP -
Xiaomi
Redmi
Note
13 Pro
HP -
iPhone
15
Laptop
- MSI
Mod-
ern 14
HP -
iPhone
15

HP -
Vivo
V30
HP -
Sam-
sung
Galaxy
A7l

Moderate (4G+)

Higher (4G)

Low (5G)

Moderate (4G+)

Low (5G)

Low (5G)

Moderate (4G+)

Low (5G)

Low (5G)

Higher (4G)

Higher (4G)

Low (5G)

Very High

Moderate

Very High

Very High

High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Continued on next page...
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TABLE 2 - Continued from previous page

Initial

City

Country

Error Distance (im)

Device

Latency (Signal)

GNSS Accuracy Level

TY

IG

RA

SW

FA

ZA

MAR

PP

WI

TR

SA

Tangerang

Tangerang

Tangerang

Purwakarta

Tangerang

Tangerang

Tangerang

Tangerang

Tangerang

Tangerang

Tangerang

Tangerang

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

9.21

9.79

9.79

2.68

3.00

2.90

60.00

5.11

60.00

4.59

12.53

11.45

HP -
Xiaomi
Redmi
Note
13 Pro
HP -
Oppo
Reno
14F
HP -
Sam-
sung
Galaxy
AS55
HP -
Sam-
sung
Galaxy
Al7
HP -
iPhone
15

HP -
iPhone
15

HP -
Xiaomi
Redmi
Note
13 Pro
HP -
iPhone
15

HP -
Vivo
V30
HP -
iPhone
15

HP -
iPhone
15

HP -
Sam-
sung
Galaxy
AlS

Moderate (4G+)

Moderate (4G+)

Low (5G)

Moderate (4G+)

Low (5G)

Low (5G)

Moderate (4G+)

Low (5G)

Higher (4G)

Low (5G)

Low (5G)

Moderate (4G+)

Very High

Very High

Very High

Very High

Very High

Very High

High

Very High

High

Very High

Very High

Very High

Continued on next page...
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TABLE 2 - Continued from previous page

Initial City

Country

Error Distance (im)

Device

Latency (Signal)

GNSS Accuracy Level

NH Tangerang

Ml Jakarta

RF Jakarta

MAD  Tangerang

AN Sidoarjo

SK Semarang

SA Jakarta

E Jakarta

MS Jakarta

AR Surabaya

AB Muna Regency

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

10.06

2.00

2.00

2.06

3.04

7.02

3.00

3.02

16.54

10.32

1.30

HP -
Xiaomi
Redmi
14

HP -
Sam-
sung
Galaxy
AS5
HP -
Infinix
Note
40

HP -
Sam-
sung
Galaxy
Al5
HP -
Sam-
sung
Galaxy
AS55
HP -
Poco
X3

HP -
Sam-
sung
Galaxy
A55
HP -
Infinix
Note
40

PC -
Acer
Aspire
PC -
HP
Pavil-
ion

HP -
Oppo
Reno
14

Moderate (4G+)

Low (5G)

Higher (4G)

Low (5G)

Moderate (4G+)

Moderate (4G+)

Moderate (4G+)

Higher (4G)

Low (5G)

Moderate (4G+)

Moderate (4G+)

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Continued on next page...
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TABLE 2 - Continued from previous page

Initial

City

Country

Error Distance (im)

Device

Latency (Signal)

GNSS Accuracy Level

LS

JHW

ATA

SCM

SSA

FO1

RC

BG

YU

AF

RM

Jakarta

Jakarta

Tanjung Redeb

Manado

Manado

Jakarta

Manado

Surabaya

Jakarta

Jakarta

Jakarta

Jakarta

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

Indonesia

2.57

2.52

1.75

17.60

10.66

4.38

5.06

20.25

6.19

8.32

11.04

39.53

HP -
iPhone
13 Pro
HP -
Infinix
Note
40

HP -
Sam-
sung
Galaxy
M53
HP -
iPhone
12 Pro
Laptop
- Acer
Aspire
HP -
iPhone
15

HP -
iPhone
11 Pro
HP -
Sam-
sung
Galaxy
A54
HP -
Xiaomi
Redmi
Note
13

HP -
Oppo
Reno
12

HP -
iPhone
15
Laptop
Lenovo
Idea-
Pad

Higher (4G)

Higher (4G)

Low (5G)

Moderate (4G+)

Higher (4G)

Low (5G)

Moderate (4G+)

Moderate (4G+)

Low (5G)

Moderate (4G+)

Low (5G)

Higher (4G)

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Very High

Continued on next page...
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TABLE 2 - Continued from previous page

Initial City Country Error Distance (m) Device Latency (Signal) GNSS Accuracy Level

CM  Jakarta Indonesia 8.53 HP- Low (5G) Very High
Sam-
sung
Galaxy
A55

TABLE 3 Statistical Summary of Positional Error

Metric Result Meaning

N 50 Retained observations

MAE 15.99 m Average error

RMSE 33.85m Outlier-sensitive

Median 8.87 m Typical observation

SD 30.14 m Dispersion

Error range 1.30-200.00 m Minimum to maximum

GNSS classes 46 Very High; 3 High; 1 Moderate; 0 Low Retained-observation distribution

Table[3 |indicates that the median performance is stronger than RMSE alone suggests because the 200.00 m boundary obser-
vation shapes the error profile. The system is adequate for situational awareness and early triage, while enforcement decisions
still require repeated sampling and legally authorized assessment.

3.2 | System Monitoring Performance Analysis

The prototype was also evaluated against conventional immigration supervision. Conventional approaches rely on document
checks, manual reports, physical checkpoints, and episodic field inspection. The microservices-based prototype allows location
data to be submitted, processed, logged, and visualized in near real time under the tested conditions. The phrase near real
time is used carefully because the experiment did not yet evaluate high request volumes, unstable cellular handover, peak-load
dashboard use, or simultaneous multi-user traffic.

Table 4 | shows that the estimated improvement lies in earlier information availability, traceability, and structured escalation.
These are operational advantages, not direct evidence that every enforcement case will be resolved faster. Effectiveness is
therefore defined as improved visibility and auditability for authorized officers, consistent with prior GEOINT and privacy-
governance discussions 201, 211,

3.3 | Microservices Architecture Evaluation

The implementation indicates that microservices provide flexibility and scalability advantages. The API Gateway, Location
Reporting Service, Monitoring Service, Redis cache, and PostgreSQL/PostGIS storage can operate as separate components,
reducing the risk that changes in one module disrupt the whole system. Production-level performance claims still require large-
scale load testing. These findings align with microservices literature, but the relationship is not simply one of direct performance
improvement. Schwarz et al.!3! provide a taxonomy of integration techniques, Meijer et al. 4l show that design-pattern selec-
tion affects latency and resource utilization, and Xiao 22l notes that resource efficiency should be considered in microservice
deployment. Gérski?¥! and Cavique et al.'?#! further support the use of UML-based modeling to clarify integration flows and
improve information-system design quality. Together, these studies support the architectural direction of this work while leaving
production benchmarking as future work.
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TABLE 4 Estimated Operational Improvement

Parameter Conventional Proposed
Awareness Episodic Continuous GPS
Trigger Manual report Geofence/event
Traceability Officer notes Timestamped trajectory
Response Reactive Earlier triage
Limitation Spatial gaps Governance required

3.4 | Sidecar Pattern Integration

The sidecar pattern provides a plausible pathway for integrating logging, metrics, tracing, and health monitoring without mod-
ifying the core immigration system. Its main contribution is separation of concerns: observability and future security controls
can be added beside, rather than inside, the primary geolocation service. However, sidecar overhead must still be measured
under high concurrency through stress testing and failure injection. This finding is consistent with Meadows et al.!®!, who pro-
posed sidecar-based path-aware security for microservices without modifying existing software. Their trusted-proxy approach
reduces attack surface and is relevant to immigration systems that handle sensitive data. D’Ambrosio et al."? similarly support
decomposed, virtualized microservices for cyber-resilient operational environments.

3.5 | Implications for Immigration Monitoring and Data Protection

The framework has implications for immigration supervision, national resilience, and personal data protection. Operationally, the
generated location data can enrich GEOINT, OSINT, and HUMINT analysis for authorized officers [26] However, it must remain
decision support rather than automated enforcement because location evidence can be affected by signal noise, network disrup-
tion, device manipulation, and spoofing. The legal justification for immigration location monitoring must be distinguished from
unrestricted device tracking. Immigration law provides a basis for supervising foreign nationals when the purpose is connected to
residence permit compliance, presence verification, overstay prevention, or administrative enforcement 2!, 131 At the same time,
the Personal Data Protection Law requires identifiable location data to be limited by lawful purpose, necessity, minimization,
security, retention, and accountability ¥/, The Electronic Information and Transactions framework also cautions against treating
electronic access or interception as a routine shortcut®!. Consequently, the proposed framework is more appropriate for routine
immigration monitoring than device-level forensic or spyware-like tools because it collects scoped coordinates, stores auditable
timestamps, separates access privileges, and supports retention controls without extracting the full contents of a person’s device.
This distinction is important because mobile forensic or spyware-like tools may expose communications, files, contacts, creden-
tials, and other data beyond what routine immigration monitoring requires. A microservices geolocation architecture is more
governable because the system boundary can be limited to coordinate reporting, timestamped movement logs, access-controlled
dashboards, and audit trails. These safeguards support privacy-by-design and governance-oriented deployment [27), 281 1291 1301

3.6 | Comparative Experimental Evaluation

The comparative experiment covers monolithic versus microservices deployment, sidecar versus non-sidecar integration, and
scoped geolocation microservices versus device-level forensic or spyware-like tools. The purpose is not to claim that one
architecture universally outperforms another. Instead, the comparison identifies which properties are strengthened by the
proposed framework under the same geolocation workflow. Gojek-like ride-hailing systems are used only as architectural
analogues because their public documentation describes high-volume microservices and real-time geospatial visualization
pipelines B 1321 They are not treated as evidence for immigration enforcement outcomes.

Table 5 | shows that a monolithic baseline is simpler but less suitable for incremental integration because functional changes
concentrate in one application layer.

The microservices configuration offers stronger separation of concerns, independent scalability, and clearer error isolation,
although it requires orchestration and service governance. The sidecar-enabled configuration adds value by moving observability
and audit functions outside the primary geolocation service. The comparison with forensic or spyware-like tools clarifies the
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TABLE 5 Comparative Experimental Evaluation of Alternative Architectures

Experiment

Baseline configuration

Proposed configuration

Comparative finding

Monolithic vs microservices

Latency and workload
interpretation

Non-sidecar vs sidecar

Single application layer
combines coordinate
reporting, monitoring,
geofence evaluation, and

logging.

A single application pipeline
makes it harder to isolate
whether delay originates
from reporting, processing,
storage, or visualization.

Logging, metrics, tracing,
and health checks remain
coupled with the primary
geolocation service.

Separated API gateway,
location reporting service,
monitoring service, Redis
cache, and
PostgreSQL/PostGIS
storage.

Component-level
measurement separates GPS
update, transmission, and
backend processing; the
current prototype records
950 ms overall average
latency.

Auxiliary sidecar container
handles logging, metrics,
distributed tracing, and
health checks beside the
primary service.

Microservices improve
modularity, fault isolation,
and independent scaling, but
require stronger
orchestration and service
governance.

The result supports
prototype-level
near-real-time visualization,
but not production readiness
without request-volume,
CPU, memory, and
network-variability tests.

The sidecar improves
observability and
auditability without
modifying the primary
service, although overhead
must be tested under high
concurrency.

Recovery and error isolation

Service failure can affect
multiple functions because
monitoring, storage, and
logging are tightly coupled.

Failure can be localized to a
specific service or sidecar
function, while logs and
health checks support
diagnosis.

The architecture is more
maintainable for
mission-critical systems, but
recovery time must be
measured through
failure-injection tests.

Conventional monitoring vs
proposed framework

Manual reports, periodic
checks, and fragmented
movement evidence.

Continuous geolocation
submissions, timestamped
movement logs, and
dashboard-based
monitoring.

The framework improves
time-to-awareness and
traceability, but enforcement
still depends on legal
authority and institutional
SOPs.

Scoped geolocation
microservices vs
device-level forensic or
spyware-like tools

Device-level extraction or
covert tracking may capture
communications, files,
contacts, and broader
personal data.

The proposed framework
records scoped coordinate
updates, timestamps, logs,
and dashboard events
through controlled services.

Microservices better support
proportional, routine
immigration monitoring;
intrusive tools should
remain limited to narrowly
authorized investigations.

proportionality argument: immigration agencies need timely and accountable location evidence, not unrestricted extraction of

personal device contents.
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TABLE 6 Latency Analysis of System Components

Component Average Analysis Times (ms)
GPS Update Data Transmission Data Processing Total Latency
GPS Module 800 - - 800
Transmission - 50 - 50
Backend Processing - - 100 100
Overall Average 800 50 100 950

Latency Breakdown of the GPS-Based Monitoring System
1,000 -
Total Latency: 950 ms
900
800
700 o
600

500

Latency (ms)

400 <

300

200

GPS Update Data Transmission Data Processing

System Component

FIGURE 7 Latency Graph.

3.7 | System Performance (Latency)

The prototype achieved an overall average latency of 950 ms across GPS update, transmission, and backend processing. This
supports near-real-time dashboard visualization at the prototype level. In the expanded sample table, participant-reported signal
strength is used only to categorize expected network-latency conditions and does not replace measured end-to-end latency. Aver-
age latency alone is insufficient for production-level claims because the experiment did not report request concurrency, cellular
variability, CPU and memory workload, recovery time, error rate, or sidecar overhead under stress. Future testing should add
repeated requests per subject, simultaneous users, poor-signal scenarios, controlled network delay, workload monitoring, and
failure injection. The latency test was a functional prototype measurement. Request volume was limited to individual submis-
sions and did not simulate many foreign nationals or dashboard users concurrently; therefore, near-real-time capability remains
conditional until validated through controlled load and network-variability testing.

3.8 | System Implementation

The implementation demonstrates the feasibility of the prototype as a monitoring-support architecture. The dashboard visualizes
location submissions, the e-visa interface illustrates possible integration with existing digital services, and the database structure
supports spatial data handling. Production use still requires load testing, access control, retention, and security hardening.
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FIGURE 8 Dashboard.

FIGURE 9 Database User.
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FIGURE 10 E-Visa Interface from the User Perspective.
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3.9 | Overall Discussion

Overall, the framework is technically promising, but its contribution should be read as operational visibility rather than absolute
positional precision. In immigration supervision, sub-meter accuracy is not always required for early situational awareness. What
matters is whether the system can provide timely, auditable and sufficiently reliable location evidence. The GNSS classification
shows that most observations are operationally useful, while the RMSE value and the 200 m boundary case show that geofence
buffers, repeated sampling, and corroborative intelligence remain necessary before enforcement escalation. The architectural
contribution is also significant. A monolithic system may be simpler at first, but it concentrates operational risk in one application
layer. Microservices allow reporting, monitoring, and storage components to be modified or scaled independently, while the
sidecar separates observability from core location processing. The prototype does not prove that the system will automatically
prevent transnational crime or resolve violations within a fixed time frame. It demonstrates improved information readiness:
authorized officers can obtain a last known position, view movement history, and prioritize geofence-related anomalies faster
than through purely conventional reporting. If a 24-hour escalation target is adopted, it should be framed as an institutional
service-level objective supported by the architecture, not as an inherent technical guarantee. The novelty of this study is also
practical. Microservices and the sidecar pattern are positioned as a non-intrusive and legally governable integration strategy
for mission-critical immigration systems. The architecture is more suitable for routine monitoring than whole-device tracking
because it supports the principle of collecting only the information required for a specific administrative purpose. Its limitations
include the still-limited prototype dataset, uncontrolled device and network conditions, signal-based rather than fully measured
per-subject latency categories, untested GPS spoofing resistance, and the absence of production-scale stress testing.

3.10 | Limitations and Risk Mitigation

The limitations identified in this study should guide the next development cycle. Although the sample was expanded, it remains
insufficient for national operational-readiness claims. The 200 m positional error shows that geofence alerts require buffer zones,
repeated coordinate sampling, and human review. Unstable GPS signals, poor mobile networks, delayed transmissions, indoor
environments, and dense urban areas can reduce reliability. GPS spoofing and device manipulation also require anomaly detec-
tion, plausibility checks, device integrity validation, and cross-source corroboration. From a legal and privacy perspective,
the system should operate with a clearly defined immigration purpose with role-based access control, encrypted transmission,
retention limits, audit trails, and periodic review. A scoped microservices architecture is preferable to whole-device forensic or
spyware-like tools for routine supervision because it limits processing to necessary geolocation evidence and auditable service
events.

4 | CONCLUSION

This study proposes a geolocation microservices integration framework for real-time geolocation-based immigration surveil-
lance support by combining microservices architecture with the sidecar pattern to enable non-intrusive enhancement of existing
systems. The results show operationally interpretable positional data when the error distance of each subject is matched to the
GNSS classification standard. Of 50 retained observations, 46 were classified as Very High, three as High, and one as Mod-
erate. MAE was 15.99 m, RMSE 33.85 m, median error 8.87 m, and SD 30.14 m, indicating useful positional awareness with
sensitivity to boundary conditions. The implementation also shows practical potential for supporting immigration monitoring
through location reporting and integration with digital services such as e-visa platforms. The comparative experiment indicates
that microservices provide stronger modularity, fault isolation, and service-boundary control than a monolithic baseline. The
sidecar pattern improves observability and auditability compared with a non-sidecar configuration. The architecture also offers
a more proportionate approach than device-level forensic or spyware-like tools because it can be limited to location evidence,
service logs, and access-controlled audit trails. However, deployment must be accompanied by lawful authorization, propor-
tional data governance, access control, retention limits, audit mechanisms, and procedures for boundary errors, GPS spoofing,
and network instability. These safeguards are core requirements for transforming the prototype into an accountable public-sector
monitoring system. Future work should expand the number and diversity of test subjects, add repeated coordinate samples, com-
pare monolithic and gateway-only microservices configurations, conduct load and stress testing, measure sidecar overhead and
service recovery time, and evaluate legal-operational readiness for immigration governance.
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